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ABOUT
This Privacy Policy applies to your Personal Information when you use webot.com/eu Services.

Pionew Ireland Limited is a company registered in Ireland under company number 723206 with
regulatory AML registration issued by the Central Bank of Ireland as a VASP under Reference
No:C496936, with registered trade-as-name with The Companies Registration Office (CRO) as
“Webot”.

This Privacy Policy explains how we may collect, retain, process, share and transfer your Personal
Information when you visit www.webot.com/eu (the “Site”) or use the Services.

This Privacy Policy is designed to help you obtain information about our privacy practices and to
help you understand your privacy choices when you use this Site and the Services.

Please contact us via dpo@webot.eu if you have questions about our privacy practices that are not
addressed in this Privacy Policy.

This Privacy Policy is incorporated by reference into our Terms and Conditions made available on
the Site or in the Services. By using the Services, you agree to the terms of this Privacy Policy. If
you do not agree with or you are not comfortable with any aspect of this Privacy Policy, you should
immediately stop using the Services. All terms used herein and not specifically defined shall have
the meaning ascribed to them in the Pionew User Agreement.

RESPONSIBLE AUTHORITY

The controller responsible for the collection and processing of your personal data in accordance
with the EU General Data Protection Regulation (Regulation (EU) 2016/679) (GDPR) and the Irish
Data Protection Act 2018 is:

Pionew Ireland Limited
Inniscarra

Main Street

Rathcoole

Co Dublin

Ireland

If you have any concerns, requests or questions about your data, or think that some of our privacy
practices are not addressed in this Privacy Policy, please contact our Data Protection Officer at
dpo@webot.eu.



mailto:dpo@webot.com

CAN CHILDREN USE THE SERVICES?

The Site and the Services are not directed to people under the age of 18 (Minors). We do not
knowingly collect information, including Personal Information, from Minors or other individuals who
are not legally able to use the Site and the Services. If we obtain actual knowledge that we have
collected Personal Information from a Minor, we will promptly delete it, unless we are legally
obligated to retain such data, and take steps to disable that Account.

WHY WE PROCESS YOUR PERSONAL DATA (LEGAL BASIS)

CONTRACT

When you access our site or download our App, you have an opportunity to open an account with
us. Certain personal data are necessary under local Irish and principally under European
regulatory regulation for entering into this agreement and for subsequent delivery of the services
included. These data are processed by us, Pionew affiliates Think Beyond Pte Ltd, Singapore,
Webot Pte Ltd, Singapore and other third parties who help us provide you with financial and/or
other services. The lawful basis for this processing is Art. 6 (1)(b) of the GDPR - processing which
is necessary for the performance of a contract to which you are a party or in order to take steps at
your request prior to entering into a contract.

Please note that for many of our products, services and features, without the necessary personal
data we will not be able to fulfil our contractual obligations, and therefore we will likely have to
refuse entering into, or terminate a business relationship with you.

LEGITIMATE INTERESTS

Sometimes we need to collect and process your personal data to safeguard our legitimate interests
or the legitimate interests of third parties. In these cases, we also process your data lawfully
according to Article 6 (1)(f) of the GDPR. Examples of such processing include:

e Ensuring KYC and AML regulatory requirements

e Ensuring IT security

e Preventing criminal activity, such as fraud

e Push notifications or messages relating to your existing or new services and offers
e User experience analytics and optimization

e Personalisation of services and tariff options

e Defence of and against legal claims
CONSENT

If you gave us consent to process your personal data for one or more specific purposes:

° Process your name in specific search systems, banking and non-banking for the

purposes of meeting European regulatory requirements for account opening. Please note
that ALL firms must adhere to this and not just our company.

e Allowing us to show other customers that you use our Site and/or App



e Adding a photo avatar and allowing us to show it to other customers (if you chose to
become visible as a customer)

e To access contacts on your device

e To place cookies on your device

these data are processed according to Article 6(1)(a) of the GDPR. You can withdraw your
consent at any time, by removing the photo, or by accessing the settings in the application or

your device to unselect these features. However, keep in mind that the processing which
took place before withdrawal remains lawful.

Please bear in mind that we may not provide you with a service if you withdraw consent to
certain minimum requirements that are mandatory form a European Regulatory perspective,
in which case if you “withdraw consent”’, we may have to send you a notification of “cessation
of services”.

LEGAL OBLIGATION

In cases where we or our partners are required to comply with any applicable laws, your personal
data is processed according to Article 6(1)(c) of the GDPR - processing is necessary for
compliance with a legal obligation to which the controller is subject.

Some examples of processing here include verification of your identity and age, prevention of
money laundering including fraud, and tax reporting obligations.

WHEN WE PROCESS YOUR PERSONAL DATA

ACCOUNT OPENING
In order for you to enter into an agreement with us to open an account on your behalf, we may
collect the following personal data:
e Email
e Phone number
e Residential address details including Country of residency
e Full name
e Date of birth
e Gender
e Employment status
e Employment sector
e Login credentials
e Internal customer ID (we assign when you become a customer)
e Device ID (we assign)
e Client ID (we assign)

e |P address



e Machine ID
e Government or other issued ID number and credentials

e Any other information that may form part of an application form, in order to provide the
“services” to you as a Customer.

IDENTITY VERIFICATION

In order to open an account for you, it is necessary to verify your identity. To accomplish this, we
ask you to undergo an identification and verification process through a third party service provider.
You may also need to provide a copy of your government-issued identity (ID) document and/or
other documents in order to verify certain information.

TRANSFERS AND PAYMENTS

When you start using your account, in addition to some of the personal data provided for opening
of your account, we process the following:

e Transfers to and from your account (e.g. internal and external account numbers, IBAN (for
external transfers), recipient name and/or phone number, amount, currency, date, client
ID)

e Card transactions (e.g. merchant, amount, currency, location, date, method of payment,
client ID)

Please note that when you complete a transfer, we must show the recipient’'s name and account
number in your monthly or yearly statement (i.e. your name), or any other Pionew document
reflecting executed transfers to and from your account.

GOOGLE PAY AND APPLE PAY

Adding your card to Google Pay or Apple Pay involves processing your card information and
Google or Apple wallet ID by us and our payments and banking partners. Your card information is
transferred to our service provider Checkout SAS, where it is tokenised (basically, encrypted) and
then, together with your address, phone number and the last four digits of the card number, we
pass it on to Google or Apple. They will use that encrypted card data to perform transactions
whenever you pay using your mobile phone.

WHEN You CONTACT Us

When you contact us via support chat or by any other means, we may process such categories of
personal data as your email, phone number, client ID, language, country, as well as any
information about the standing of your account or details of your transactions, depending on the
issue you are experiencing. We may also collect other information if you choose to share it with us.
Please do not share any additional personal data or documents, either concerning yourself or other
individuals, unless specifically requested by us.



WHEN You VIsIT THE WEBSITE (WWW.WEBOT.COM/EU)

When you visit our website, we may automatically collect some personal data from your device.
This information may include your IP address, date and time of the request, time zone difference to
GMT, browser language and version, operating system version or producer, information about your
device, as well as some data about how you interact with our website (e.g. which website you
came from, pages visited, links clicked). We do this to keep our website secure and to understand
who visits it and which pages they find interesting, so we can improve the site and provide relevant
content. Some of this data is collected using cookies. You can find more information about them in
our Cookie Notice.

ANALYTICS

We process the personal data you provide us with, as well as the data created as a result of your
use of our application, for analytics purposes. For example, we analyse how you interact with the
App and make it more intuitive and easier for you to use, or to understand whether our products
and services are customised to your needs so we can make changes if necessary, tweak the rates
and conditions, and develop new products and services. In that case these data are stripped of
direct identifiers, to provide an additional layer of protection. If you wish to object to this processing,
please contact us at dpo@webot.eu.

DIRECT MARKETING

From time to time we will contact you to tell you about our new products or services which we think
may be of interest to you. This type of activity is considered direct marketing, and in this case we
rely on your consent or our legitimate interest to process your personal data for this purpose. If you
wish to withdraw your consent or object to this processing, you can switch off notifications in the
App preference centre, or click on the “unsubscribe” link at the bottom of the email you receive
from us.

SPECIAL CATEGORIES OF DATA

We do not intentionally ask you to provide information that belongs to a “special” category, like
racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership,
genetic data, biometric data for the purpose of uniquely identifying an individual, data concerning
health or data concerning sex life or sexual orientation.

However, there may be circumstances where your transaction data reveals this more sensitive
information. For example:

e Payments for medical services or treatments may reveal data concerning your health.

e Making contributions and donations to churches, NGOs, political parties, trade unions etc.
may reveal your religious or philosophical beliefs or political affiliation.

e Payments to sex shops or certain night clubs may reveal sensitive information regarding
your sex life.



Taking into account this risk, we ensure that the payment information is kept confidential, and
forbid our staff to extract data which belongs to special categories.

WHO WE SHARE YOUR PERSONAL DATA WITH

In order to provide you with certain functions and services, we have to share your personal data
with partners, external third party service providers, related and regulatory entities. They only
process your personal data on the basis of data processing agreements and according to strict
instructions, which do not allow them to use your data for any other purposes without notifying you
or asking for your consent. Here are some of the categories of the parties we may share your data
with:

e Cloud computing and storage providers like Amazon Web Services

e Analytics and business intelligence platforms

e Companies that help us send you service related and marketing messages

e Providers of software that we use for customer support and issue tracking
e Companies that help us with customer and operations support

e Mobile payment providers like Google Pay

e \Web analytics services like Google Analytics

We, our partners, service providers and others may also be required to share your personal data
with various financial institutions and/or enforcement or court authorities to comply with applicable
laws, prevent fraud, enforce an agreement we have with you, or to protect our rights, property or
safety, or the rights, property or safety of our employees or agents.

Additionally, we may reveal your personal data to third parties if:
e you request or authorise it;
e to address emergencies or acts of God; and

e to address disputes, claims, or to persons demonstrating provable legal authority to act on
your behalf.

If you would like to receive more detailed information regarding third parties we share your
personal data with, please contact us at dpo@webot.eu.

DATA TRANSFERS TO THIRD COUNTRIES

Some of our partners, service providers or other parties we transfer your personal data to are
located in countries throughout the world, including outside the EU and the EEA. Therefore, the
data may be sent to countries with different data protection laws than your country of residence. In
such cases, to ensure that your personal data receives a comparable level of protection, we
provide appropriate safeguards, such as adequacy decisions and frameworks or Standard
Contractual Clauses approved by the European Commission. If you would like to receive more
information about the transfers or safeguards, please contact us at dpo@webot.eu.



AUTOMATED DECISION-MAKING AND PROFILING

We process your data partially automatically in order to evaluate certain personal aspects
(profiling). For example, we use profiling to prevent fraud, combat money laundering, terrorist
financing and asset-polluting crimes. Our monitoring model combines information from transaction
details, customer profile data and device session data. The approach is based on current fraud
trends, and best practices of some of our partners and other sources. These measures serve to
protect your interests and keep your money secure.

How LONG WE KEEP YOUR DATA

We keep your personal data for as long as it is necessary to achieve the purpose for which it was
collected, usually for the duration of our contractual relationship plus any period thereafter as
required or permitted by law, or to satisfy any legal obligations. When the data is no longer
required, it will normally be deleted, unless, for example, we must satisfy the retention
requirements of an applicable law, such as, European Regulations. The current retention periods

for storage range from two to eight years post relationship end.

YOUR RIGHTS

Data protection laws provide you with rights to help you understand and control how your personal
data is used. These are your rights:

e Right to be informed about why and how we are processing your personal data - we
hope we achieved this by providing you with this Privacy Policy.

e Right to have access to your data - you have the right to ask us if we are processing
your personal data, why we are doing so, under what lawful basis, the categories of your
personal data, whether the data is being sent outside the EU, who we share your data
with, how long we keep it, and request a copy of the data we are processing. If you are
unable to find sufficient information in our Privacy Policy, please contact us at
dpo@webot.eu.

e Right to object to some processing - direct marketing, or if processing is based on
legitimate interests.

e Right to have your data deleted - otherwise known as “right to be forgotten”. You can
exercise this right if you withdraw your consent and there is no further legitimate interest in
our processing of your data, your objection to processing under legitimate interests
outweighs our interests, the processing is no longer necessary, there is a law that requires
the data to be deleted, or the processing is unlawful.

e Right to restrict processing - if the personal data we are processing is inaccurate, if our
processing is unlawful, if the data is no longer necessary for the original purpose of
processing but needs to be kept for potential legal claims, or you have objected to
processing carried out under legitimate interests and we’re still in the process of
determining whether there is an overriding need to continue processing.
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e Right to data portability - you can ask for your data that we process by using a computer,
which you provided to us on the basis of consent or because it was necessary for a
contract.

e Right to ask us about automated decision-making - you have the right to ask us to
explain the logic involved in making any automated decisions and for the decision to be
reviewed by a human being, if that decision had an effect on your rights or freedoms.

e Right to rectification - if any of your personal data that we hold is inaccurate, you can
request to have it corrected. We provide you with the ability to review and correct your
personal information where it is inaccurate. You may do this at any time by logging in to
your account or by contacting us at service@pionew.eu

e You have the right to lodge a complaint with the competent data protection authority if
you have concerns about how we process your personal data. However, we would
appreciate it if you contacted us first and gave us an opportunity to resolve the issue.

If you would like to exercise any of these rights, or find out more about how we process your
personal data, please contact us at dpo@webot.eu. Reasonable access to your personal data will
be provided at no cost. If access cannot be provided within a reasonable time frame, we will let you
know the date when the information will be provided. If for some reason we cannot satisfy your
request, we will provide an explanation why.

SECURITY OF YOUR INFORMATION

To help protect the privacy of personal data you provide through the use of our website or mobile
app, we maintain physical, technical and administrative safeguards. We update and test our
security technology on an ongoing basis. We restrict access to your personal data to those
employees who need to know that information to provide services to you. In addition, we train our
employees about the importance of confidentiality and maintaining the privacy and security of your
data. We commit to taking appropriate disciplinary measures to enforce our employees' data
protection responsibilities.

CHANGES AND UPDATES TO THIS PRIVACY PoLIcy

As our organisation and Services change from time to time, this Privacy Policy may change as well.
We reserve the right to amend it at any time, for any reason, without notice to you, other than the
posting of the amended Privacy Policy on our Site or in the App. We may email periodic reminders
of our notices and terms and conditions and will notify you of material changes thereto, but you
should check our Site or App to see the Privacy Policy that is in effect and any changes that may
have been made to it.
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